A drawback of most watermarking techniques is the need for some additional information in order to retrieve the watermark. Additionally, the robustness of the watermark decreases as the number of information bits stored in the image increases. We present a Watermarking technique which requires no information for decoding in addition to the watermarked image. The watermark is multi-level with few bits embedded robustly at low levels and longer watermark sequences embedded less robustly at higher levels. This allows detection of "tampxed" and "attacked" images by detection of existence of the watermark at low levels and deterioration of the watermark at high levels. In order to prevent interference of the watermarks at different levels various image representation spaces are used. The watermark is shown to be non visible and robust.
INTRODUCTION
Digital Watermarking is a technique for marking and labeling digital images. Methods have been developed to withstand attacks on watermarked images including image processing, image compres ;ion and geometric transformations attacks. The various methods previously developed can be categorized according tcl the following characteristics. [ 5, 6] have the advantage of both locality and frequency extraction, but are highly sensitive to attacks involving translation or cropping of the image.
0 Code Length -The watermark itself is a code varying in length from 1 bit (interpreted as: a watermark exists or does not exist in the image), to a sequence of bits. The 1-bit watermarks (e.g. [l, 31) are typically based on statistically evaluating the probability of the image containing a watermark. The watermark code containing a number of bits typically vary the values of the image representation in a sequence of changes that depend on a random generator and the bit values of the code (e.g. [ 2 ] . It is shown experimentally that I-bit watermarks are far more robust under attacks than the watermarking techniques associated with a sequence of bits.
0 Information Required for Decoding -A drawback of most watermarking techniques is the need for some additional information in order to retrieve the watermark. In many cases, typically for the 1-bit watermarks, only the RNGS (random number generator seed) is required, and possibly the image size (e.g.
[ 11). For decoding of longer bit sequences, the watermarking techniques typically require, in addition to the RNGS, also the original image and/or the watermark code (e.g. [3] requires the original image the RGNS and the watermark code). The external information required for decoding puts a heavy restriction on watermarking techniques, in that a list or database must be maintained to associate a given watermarked image with it's watermark decoding parameters (which might include the original image).
Combining several watermarking techniques has already been suggested [7] , however in this work, we exploit the advantages of various image representation domains to embed a multi-level watermark which is robust under cropping as well as filtering and compression attacks and requires no additional information for decoding. The watermarking technique suggested in this paper maintains very high robustness for the 1-bit content of the watermark, and lower robustness for the multi-bit sequence portion of the watermark. This method allows detection of "tampered" and "attacked" images by detection of existence of the watermark (1-bit) and the deterioration of the watermark (multi-bit).
MULTI-LEVEL WATERMARKING
The watermarking technique suggested is designed hierarchically. Every level of watermarking takes advantage of ' a different image representation space. Every level of the watermark supplies enough information to decode the following watermark level so that no external information is needed for decoding. The watermarking levels are such that few watermark bits are embedded in the first levels and a larger number of bits in higher levels. Accordingly, robust-. ness under attacks is,high in the first levels and decreases in following levels. A schematic diagram of the method is shown in Figure 1 . The watermarking technique we developed consists of three Levels briefly described in the following sections. The encoding and the decoding process progress according to these levels. 
Level 1 -Spatial Domain
To overcome geometric attacks such as cropping, code embedding should be performed in the spatial domain [8, 91 Since all other levels of watermarking assume that positioning of the cropped image is known (absolute pixel coordinates are required), the first level of watermarking must deal with positioning the possibly cropped image. Thus the first level performs embedding in the spatial domain. In a method similar to [ 11, embedded patches serve as markers to position the image. We extended the method, to embed two or more classes of patches to decrease run time significantly and to eliminate the need of knowing the image size. The method was tested and shown to be invisble and able to detect the watermark upto cropping of 75% of the image. Details of the method can be found in [9, 101. In addition to the cropping resistant watermark, an additional watermark is embedded encoding a number. The outcome of the decoding is the positioning of the image and a single additional number which serves as input to the next level.
Level 2 -DCT Domain
At this level the goal is to embed a small number of code bits, however embedding must be robust. Embedding at this level. must not interfere with the embedding of Level 1. Thus a .ldcal frequency domain is chosen for embedding, specifically the block DCT transform is used. A novel algorithm is suggested in which randomly chosen 8 x 8 blocks are altered in their mid frequency bands by nullifying coefficients below a given threshold. Decoding is based on statistical estimation of the appropriate coefficients. The threshold'& image dependent and thus must be supplied to the decoder. In the hierarchical watermarking scheme, the threshold,required for the DCT domain decoding is embedded as the.additiona1 number in Level 1 (see above) and is supplied to Level 2 during decoding.
Since the RNGS used to select the random DCT blocks during encoding, is unknown to the decoder, decoding in the DCT domain is performed by evaluating the nullified coefficients in randomly chosen blocks according to a range of RNGS values. The RNGS which produces a statistically significant value for the nullified coefficients (i.e. a value statistically close to zero compared to the values obtained for incorrect RNGSs) is determined as the correct RNGS. Details of the method can be found in [lo] .
The output of this watermarking stage is the RNGS that was found. This RNGS value is used as input to the next level. The watermarking method used in Level 2 is robust under attacks and under multiple watermark encodings. Thus, in practice we embed a few watermarks in the manner Figure 2 shows that the watermarking technique in the DCT domain is invisible. Figure 3 shows the results of computing the value for the n-ullified DCT coefficients using 400 different RNGSs. Only for the correct RNGS (=3) the value is close to zero, and this deviation is statistically significant compared to the values obtain for all other RNGSs. The DCT domain watermarking was tested and found robust under various attacks including JPEG compression (upto 10% quality factor), Lowpass filtering (upto 50% filtering) and cropping (upto 75% cropping).
Level 3 -Wavelet Domain
At this level the goal is 10 embed a sequence of bits as the watermark code. As mentioned above, such watermarks are not very robust under attacks, and typically require either the original unmarked innage or the watermark code itself. We propose a watermarking method which is less robust but requires no additional information for decoding except for an RNGS which is supplied by Level 2. To minimize interference with the watermarks embedded in previous levels, a different local frequency domain was chosen -the Wavelet domain. The method systematically sets randomly chosen Wavelet coefficients in the diagonally oriented, midfrequency bands to predefined values. Thus at decoding, the watermark bits can be detected as well as tampered code bits. The output of the watermark decoder at this level is the sequence of watermark code bits. a h Figure 4 shows that the watermarking technique in the wavelet domain is invisible. To evaluate the robustness of the wavelet domain watermarking, the percentage of correctly detected watermark bits was determined under various attacks including JPEG compression, Lowpass filtering, cropping and addition of salt&pepper noise. Figure 5 shows the results for JPEG and Lowpass attacks in terms of the percentage of successful watermark bit detection as a function of the attack strength. ' .
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